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Introduction 
This document summarizes some information I have recently gathered on the applicability of the Git  Distributed Version Control System (DVCS) for use in managing the storage and versioning of digital objects.  
Git is optimized to facilitate collaborative development of software, but it has storage and version control capabilities that may be similarly applied to the management of digital objects in a preservation system.  In this mode of usage, each digital object would be stored in its own Git “repository” and standard Git commands would be used to add or update the object’s content and metadata files.  The Git clone and pull commands could be used for replication to additional storage locations.
Some users who have previously explored that approach, however, have encountered slowness and other issues when processing large binary files such as images or video.  
Basic Git References

Here are some links to official and 3rd party web sites:
· Git. 2010. Git Homepage 

· Git. 2010. The Git Community Book 

· Git. 2010. Git User's Manual 

· Scott Chacon. 2009. Pro Git 

· Wikipedia. 2010. Git on Wikipedia 

Strengths

· Mature software, established community

· Has utility software for displaying version history diagrams (tree graph)

· Supports replication to another location using ssh://  and git:// protocols
· Supports branching

· Supports tagging

· Minimizes storage of duplicate file data

· Has 3rd-party plugins that address large file issues

Weaknesses
· Does not store unaltered original files

· Adds header structure to each file, then “packs” files into a container

· Requires special configuration settings to avoid zlib compression and delta compression
· Requires a local copy of the entire repository in order to make revisions

· Requires 3rd-party plugins to avoid above default behavior for content files, adding complexity
Git Object Model

Here are some links that give you an overview of Git’s content storage architecture:

· Git Book: The Git Object Model 

· Git Magic:  The Object Database   

· John Wiegley. 2009 - Git from the bottom up
· Tommi Virtanen - Git for Computer Scientists 

· Pro Git: Git Objects  

· Git User Manual:  The Object  Database 

Git Storage

In typical usage, the current version of a code project’s files is stored in a hierarchy of folders under a top-level “Working Directory”.   Within the working directory, Git uses a “Git Directory” (named “.git”)
to store a combination of metadata and a complete copy of all content file history.  The content data is stored under the .git/objects folder using Git “Blob” objects, which can exist as standalone “loose” files or be combined into “pack” files.
The command “git clone --bare” can be used to create a bare Git repository (e.g. my-project.git) that does not include a working folder.   Bare repositories are typically stored on remote shared sites.

Git Blob

All bytestreams (including content files) managed by Git are stored in a type of Git object called a blob, which has this structure:
· the string “blob”

· a space “ “

· a decimal string specifying the length of the content in bytes

· a null “\000”
· the content being stored in the blob

Each blob is digested to generate a  40-digit SHA1 hash, which is used to specify the blob’s identifier and location in the object tree.  The blob is initially stored in a file where the first 2 digits are used as a folder name and the remainder used as the filename.   This design is referred to as “content-addressable storage”.  Note that the SHA1 hash is not the digest of the original contents, but rather the digest of the content plus the header.
The other object types used by Git (tree, commit, tag) use the same object structure, differing mainly in the first string that specifies object type.

Git Tree
Tree objects contain references to sets of blobs and/or other trees (using SHA1 identifiers), similar to the function of directory entries in Unix filesystems.  A tree object stores the original filenames names of its child objects.  This design allows a given child object to be referenced from more than one parent tree using different names, similar to the way Unix file links work.  
Git Commit

Originally called a changeset, a commit object adds an annotation to a top-level tree object that represents a point-in-time snapshot of the collection of files being stored in the code “repository”.  It provides the ability to record the name of the content creator and the agent making the commit, as well as a pointer to the previous commit(s) that this “version” of the object is derived from (allowing version history to be traced).
Git References and Tags
Git provides the ability to view the change history as a network of commits along with human-readable labels for development branches  (e.g. “master” and “develop”) and milestones (e.g. “v1.0.2”).   Information about development branches is stored in reference files.   A Tag label can be attached to any given commit.  Tags are customarily used to assign arbitrary release version labels to a specific point in the version history.   A special label, “HEAD” refers to the current tip of any branch.  
Replication

The “git clone” command is used to copy a Git repository from one location to another.  The default behavior is to copy all version history.   Slowness in cloning a git repository can be especially problematic if there is a high frequency of changes to a population of large files.   That creates a large volume of history in the object database, which can take a long time to transfer between machines.

The depth option can be used to modify this behavior.  The command "git clone --depth {n}" creates a “shallow” clone with the history truncated to the specified number of revisions.   Depth 0 would transfer only the latest version.
The Git fetch, pull, and push commands are used to synchronize the change histories of two copies of a repository.  They do not work with shallow clones, however.
Compression and Packing
Links related to object packing basics:

· Pro Git: Packfiles 

· Git Book: How Git Stores Objects
· Git Book:  The Packfile  

· Git User Manual: How git stores objects efficiently: pack files
· GIT pack format  

When first added to a Git repository, file data is stored in individual “loose” blob files.  For storage efficiency, blobs may later be zlib compressed (and delta compressed) together into "pack files".  A packfile is a single file containing the contents of several blobs (or other Git objects) whose original loose files get removed from your filesystem.  Each packfile is accompanied by an index file that contains offsets into the packfile to allow quick retrieval of a specific blob object.  Delta compression is applied to pairs of blobs whose contents are similar enough to imply a versioning relationship.
The command “git repack” can be used to manually initiate a consolidation of the object database, and a subsequent “git prune” command will delete the original “loose” object files.  The “git gc” command is more commonly used to combine the functionality of repack and prune operations.  Git also does packing automatically if it detects too many loose objects or when you push to a remote server.  Normally the git repack command will only create new incremental packfiles that consolidate loose objects added since the last repack.  However, if the number of existing packfiles is above the threshold specified by the gc.autopacklimit config option, then existing packs and the new loose objects are combined into one big packfile.  There is also a  “git gc --aggressive" option that can be used to force a repack of all objects from scratch. 

As mentioned previously, Git automatically packs any loose blobs whenever you do a push operation.   This can make the transfer speed seem slower than would be expected.  One can improved the perceived performance by doing a separate repack operation previous to the push. 

Suppressing compression and packing behaviors
Links related to configuration of zlib and delta compression during storage and packing:

· Git Manual - Config 

· Git Manual - Gitattributes 

· Stackoverflow - git pull without remotely compressing objects 

· How to prevent Git from compressing certain files? 

· Pro Git - Git Attributes  

By default, Git does automatic zlib compression of the bytestreams stored in loose and packed object files.   Compression behavior can be suppressed or modified via the “core.compression” configuration option:

An integer -1..9, indicating a default compression level. -1 is the zlib default. 0 means no compression, and 1..9 are various speed/size tradeoffs, 9 being slowest. If set, this provides a default to other compression variables, such as core.loosecompression and pack.compression.
The config setting “core.compression 0” will disable zlib compression of loose objects and objects within packfiles.   But it does not affect delta compression that occurs when packfiles are created.
The “pack.window” setting can be used to limit the number of other objects git will consider when doing delta compression.  Setting it to 0 should eliminate delta compression entirely.
A “gc.auto 0” config setting will disable automatic repacking when you have a lot of objects.  But it does not affect the packing behavior that occurs during pushes and pulls.
Use of "commit –q” suppresses the diff operation at the end of a commit.
A more granular option is to use the “.gitattributes” file to indicate binary status and to suppress delta compression for specified file types.  e.g.

*.jpg  binary -delta 

*.png  binary -delta 

*.gz  binary -delta 

The attribute “binary” is a macro that expands to -crlf –diff.   The “-crlf” option tells Git not to mess with line endings of files.   The “-diff” option suppresses the analysis of textual differences and the 

inspection of blob contents that would normally occur to determine if the contents are text.  The diff attribute can alternatively be used to specify a custom diff utility to use for the given file type.
The filename pattern * can be used to match all files.

The “-delta” option forces files to be copied into packfiles without attempting to delta compress them.

Problems with big files and/or lots of files
Links to relevant email threads:
· How to prevent Git from compressing certain files? 

· Serious performance issues with images, audio files, and other "non-code" data
· Fwd: Git and Large Binaries: A Proposed Solution
·  Google Summer of Code 2011 Ideas     

· [PATCH v0 0/3] git add a-Big-file 

· Git 1.7.6 Release Notes 
The Git mailing list [git@vger.kernel.org] has fielded a variety of queries where users have reported serious performance issues with git repositories used to store media or other large binary files.   Many of these discussion threads include suggestions to use one or more of the configuration options covered in the previous session.
The first email thread explores ways to prevent Git from trying to compress files 

The second email thread explores potential Git configuration enhancements that would speed up the handling of large binary files. 
The third email thread explores approaches that avoid directly including large binary files in the git object database, while still using Git to track versions.
The Google Summer of Code proposals confirm that further Git enhancements are still desirable for better handling of large binary files.
The git add a-big-file patch shows that enhancement to handle adding of big files are/were in progress.

The version 1.7.6 release notes includes the text:

Adding a file larger than core.bigfilethreshold (defaults to 1/2 Gig) using "git add" will send the contents straight to a packfile without having to hold it and its compressed representation both at the same time in memory.
In older versions of Git, when adding a new content to the repository, Git loaded the blob in its entirety into memory,  computed the object name and compressed it into a loose object file.  Handling large binary files (e.g.  video and audio asset for games) has been problematic because of this design.   Out of memory errors could occur.
Ancillary projects that address big file issues  
The following Git plugins provide mechanisms for separating the storage of large binary files from the storage of tracking information about those files.   
git-bigfiles

http://caca.zoy.org/wiki/git-bigfiles 
This project appears to be a now inactive fork of Git that implemented some improvements for handling of big files.  The core.bigFileThreshold config option added by the project seems to have been merged back into mainstream Git.

git-annex
http://git-annex.branchable.com/ 
Git-annex is a git plugin (written in Haskell) that allows you to use Git for versioning symlinks to files, while storing the actual file in a separate “backend” location.  This avoids many of the issues associated with big files.   The tool seems targeted toward people that want to either scatter files among many storage sites and/or have a simple mechanism for synchronizing storage between those sites.  The walkthrough example gives one a feeling of how this tool operates.   The software’s home page and this LWN.net article provide some additional overview.   In some respects it operates like a hierarchical storage manager.   See also:  what git-annex is not 
There is very little discussion of file versioning in the git-annex  documentation and forums.  The discussions I have found are not encouraging in that regard:
· Obviously, the core feature of git-annex is the ability to keep a subset of files in a local repo. The main trade-off is that you don't get version tracking.
· git-annex can allow reverting a file to an earlier version
· I think there is a major distinction between boar and [git-annex and git-media]... Boar tracks the content of your binary files, allowing you to retrieve to previous versions. the others don't seem to do that 
git-media

https://github.com/schacon/git-media 

Git-media has design goals  similar to git-annex, but is not as well documented or actively developed.  However, it has some attraction for the use case we envision, and the author, Scott Chacon, is highly regarded in the Git community (being the primary author of official Git documentation).  According to a posting by the author “it uses the smudge and clean  filters to automatically redirect content into a .git/media directory instead of into Git itself while keeping the SHA in Git.   See Git Large Object Support Proposal for some background reading.  As with git-annex, I have concerns about the explicit support for file versioning, which would require more research to figure out.
bfsync
http://space.twc.de/~stefan/bfsync.php 

The home page says “bfsync is a program that provides git-style revision control for collections of big files. The contents of the files are managed by bfsync, and a git repository is used to do version control; in this repo only the hashes of the actual data files are stored.”  This is very new software without much of a track record.  see http://blogs.gnome.org/stw/2011/08/23/23-08-2011-bfsync-0-1-0-or-managing-big-files-with-git-home/ 
Some observations about other software version control systems

Mercurial (Hg)
Mercurial is very similar in functionality to Git.  It differs mainly in the way that it structures the object store and in how it handles delta compression.   They also differ in how they handle file renaming.  Git uses heuristic methods to detect that renames have occurred, whereas Mercurial does explicit rename  tracking.  There are pros and cons to both approaches.

Mercurial has a Bigfiles Extension that allows one to track large files that are stored external to the VCS repository.  This functionality is similar to git-annex and git-media.
Subversion (SVN)

Subversion uses a centralized repository model instead of a distributed model, thus it allows subsets of files to be checked out and committed, without requiring the entire data.  However, SVN does is not recommended for large binary files, and it too suffers from using delta technology in an attempt to reduce the storage needed.  As with other VCS systems this slows down storage and retrieval.
Performance tuning Subversion 
